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Expo 2020 Dubai is committed to using technology 
to facilitate a seamless journey for all participants to 
enjoy. The Organiser has developed this Innovation 
and Future Technology Guide in conjunction with its 
strategic technology partners to provide guidance on 
the processes and activities involved. The Organiser’s 
commitment to implementing new and innovative 
technology is central to the success of Expo 2020 Dubai. 
This document provides a high-level overview of the 
following topics: 

 › Information Technology at Expo 2020 Dubai

 › Services available to Participants

 › Cyber-security Policies

The content of this guide is aligned with the Bureau 
International des Expositions (BIE) Convention, the 
General Regulations and Special Regulations of Expo 
2020 Dubai (in particular Special Regulation 10, Article 
26), and the applicable laws and regulations of the United 
Arab Emirates (UAE).  

The content of this Innovation and Future Technology 
Guide is outlined in the accompanying table.

Preface

Chapter Content
Chapter 1
Information Technology at Expo 2020

The role of technology and the information technology landscape in Expo 2020 
Dubai. 

Chapter 2
Services Available to Participants

A summary of the services available to participants.

Chapter 3
Operational Support

Operational support provided by the Organiser or one of the Organisers partners to 
support the participant.

Chapter 4
Information Security

Guidelines, policies, and procedures that participants need to adopt and follow.

Chapter 5
Expo Technology Partners

The Official Partners of Expo 2020 Dubai and the IFT services they offer to the 
participants and visitors.
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Understanding Controls and Guides

Throughout this document, two 
criteria for compliance—controls and 
guides — have been established to 
assist the participants in planning, 
operating, and managing their 
information technology activities, 
ensuring alignment with Expo 2020 
operations and compliance with the 
regulations of the UAE.

Controls are ‘must’ statements 
that establish the participants’ 
compulsory requirements to ensure 
that the standards and aspirations 
of Expo 2020 Dubai are achieved for 
the benefit of all parties as a whole. 

Guides are ‘can’ or ‘should’ 
statements that describe methods 
or suggested ways of meeting the 
specified technological requirements 
of Expo 2020 Dubai. 

Each control and guide are assigned 
a unique alphanumeric code. The 
first character of the code identifies 
if the statement is a control (C) or a 
guide (G). 

The numeric character identifies 
the sequential order of the control 
or guide. For example, in the 
accompanying figure, C-02 is a 
control while G-01 is a guide.

The controls and guides will help the 
Organiser assess the participants’ 
compliance with the technological 
requirements and will also assist the 
participants in: 

 › Planning their information 
technology to align with the 
requirements of the Organiser 
and applicable legislation and 
regulations.

 › Aligning their operations with those 
of the Organiser. 

 › Communicating consistently with 
their suppliers.

C-02

G-01

Example of a Control Statement

Example of a Guide Statement

Participants must use the 
POS system provided by the 
Organiser to capture the sales 
revenue from their on-site 
commercial activities. See Special 
Regulation No. 9.

Participants should source the 
telecommunication services 
they need through Etisalat, the 
Organiser’s Official Partner, using 
the relevant rate cards in the 
Participant Portal.
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Acronyms and Abbreviations

Acronyms, Abbreviations, 
Units, and Definitions

Units

Acronym/Abbreviation Expansion
AMS Access Management System

AWS Amazon Web Services

BIE Bureau International des Expositions

CMS Content Management System

CRM Customer Relationship Management

CSOC Cyber-security Operations Centre

DEC Dubai Exhibition Centre

DESC Dubai Electronic Security Center

EBS Event Booking System

EMS Event Management System

GDPR General Data Protection Regulation 

ICT Information and Communication Technology

IFT Innovation and Future Technology

IOT Internet of Things

IP International Participants

IPM International Participants Meeting

ISO International Organisation for Standardisation

IT Information Technology

NESA National Electronic Security Agency, UAE

NFC Near Field Communication

NIST National Institute of Standards & Technology, USA

POS Point-of-Sale

SANS Systems, Audit, Network, Security Institute

SSL Secure Sockets Layer

SIA Signals Intelligence Agency, UAE

SIM Subscriber Identity Module

SMEs Small Medium-sized Enterprises

TOC Technology Operations Centre

TRA Telecommunication Regulatory Authority

UAE United Arab Emirates

UK United Kingdom

UPS United Parcel Service, Inc.

URL Uniform Resource Locator

USA United States of America

VAT Value Added Tax

Unit Expansion
Gb Gigabyte

Ha Hectare

Km Kilometre

Mbps Megabits per second

X Innovation and Future Technology Guide



Acronyms, Abbreviations, Units, and Definitions 

Definitions

Term Definition
Available Trading Merchandise Retail goods offered for sale.  

Country Manager
The Organiser’s representative appointed to provide support to participants and 
communicate the Organiser’s requirements throughout their participation.

Expo 2020 Dubai®
Name of the event that will be hosted on the Expo 2020 site; also referred to as ‘Expo 
2020,’ ‘Expo,’ ‘Dubai Expo 2020, ‘Expo Dubai 2020,’ and ‘Expo event.’

Expo 2020 Site
Located in Dubai South and circulated by the Outer Perimeter fence, it is made up of 
internal and external operational zones, managed by Expo 2020. Also referred to as ‘Site.’

General Regulations
The general regulations of Expo 2020 Dubai included in Chapter 9 of the Registration 
Document as approved by BIE General Assembly.

One-Stop Shop

A virtual and physical service provided by the Organiser to participants which offers 
end-to-end support for aspects such as permitting, approvals, submissions, certifications, 
and inspections. The One-Stop Shop will also respond to any queries or requests raised 
by participants. Participants can access this facility through the Participant Portal.

Online Marketplace
A commercial B2B portal, hosted by Expo 2020 that provides participants with a digital 
platform to facilitate business with Expo partners, as well as UAE and international 
suppliers.

Organiser
Bureau Expo Dubai 2020; established by virtue of Decree No. 30 of 2014 issued on 25 
June 2014 to administer the organisation and delivery of Expo 2020 Dubai.

Participant Portal
A web-based portal that facilitates communication between the participants and the 
One-Stop Shop..

Participants

Countries and multilateral organisations who have received and accepted the official 
invitation from the Government of the United Arab Emirates to participate in Expo 2020 
Dubai. Participants also include those parties who have been authorised by the Expo 
Commissioner General to participate in the Expo event.

Registration Document
The document relating to the realisation and feasibility of Expo 2020 Dubai which the 
Inviting Government submitted to the BIE, and which the BIE registered during the 158th 
General Assembly on 25 November 2015.

Section Commissioner General
The Section Commissioner General of a participant appointed in accordance with Article 
13 of the Convention.

Self-Build Pavilions Pavilions built by the participants.

Special Regulations The Special Regulations listed in Article 34 of the General Regulations.

Visitor Experience The overall impact on the visitor attending the Expo event.
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Chapter 1  | Information Technology at Expo 2020 Dubai 

Information Technology, or ‘Innovation and Future Technology’ (IFT) as it is 
known at Expo 2020 Dubai, is critical to the success of Expo 2020 Dubai. 
With an estimated 25 million visits at Expo 2020 Dubai, IFT plays a key role in 
enabling effective interaction with all stakeholders and with the technology 
environment or so-called ‘Internet of Things’ (IOT); as well as acting as a 
digital hub that enhances each and every experience. Figure 1.1 illustrates IFT’s 
integrating role across the stakeholder community.

Information Technology lies at the heart of 
Expo 2020 Dubai, both as a platform for digital 
innovation and a vehicle for transporting 
visitors, participants, partners, and staff on an 
integrated digital journey.

Figure 1.1 The Interaction of IFT with its Stakeholders

1.1 The Role of Technology at Expo 2020 Dubai
IFT’s overall objective is to deliver innovative, effective, and secure solutions 
that will support visitors, participants, and staff. 

IFT will help achieve Expo 2020 Dubai’s objectives of creating an iconic site 
with seamless operations that inspire and engage all and leave behind a 
meaningful legacy (see Figure 1.2).

International 
Participants

Devices

Volunteers

Guests

SuppliersEmployees

Contractors

Partners

IFT
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Chapter 1  | Information Technology at Expo 2020 Dubai

Figure 1.2 Expo 2020 Dubai’s Objectives

1.2 The Expo 2020 IT Landscape
The Organiser is intent on creating one of the most digitally 
advanced environments yet to be seen at a World Expo. 
Participants will be welcomed into a digital world featuring:

 › High-powered infrastructure that integrates both public 
and private cloud environments as well as two on-site 
data centres with a combined processing power of 
millions of transactions per day using scalable virtual 
machines and on-demand cloud-based computing 
power.

 › A digital network that connects over 100 buildings 
throughout the site with 200 km of cabling, 2,500 
network switches supporting 40,000+ wired 
connections, and 250,000 Wi-Fi connections. The 
network has been designed to cater for up to 50 
Gigabyte (Gb) of traffic per second at a speed of up to 10 
Megabits per second (Mbps) per user.

 › 5G connectivity which will be used on the Expo site 
for the first time within the Middle East, Africa, and 
South West Asia, to support a commercial network that 
promises to be around 100 times faster than 4G and will 
allow users to stream live 4K resolution video anywhere 
at any time, with minimal lag.

 › A physical network of over 1,000 beacons and sensors 
which will be used to track the location of visitors and 
deliver a personalised and targeted experience to the 
Expo guest via their mobile app.

 › An extensive network of building information sensors 
which will be used to optimise the consumption of 
utilities such as power, lighting, water, and air conditioning 
to ensure visitors are comfortable while meeting Expo’s 
ambitious environmental sustainability targets.

Expo 2020 Dubai 
Objectives

25 million visits

Engaged SMEs

Expo 2020 Dubai‘s 
Objectives

25 million visits

Engaged SMEs

Inspired youth

Seamless operations

Inspired youth

Seamless operations

A meaningful legacy

 › 3,000+ 4K screens across the site which will deliver 
a wide range of multimedia content, including digital 
wayfinding, promotional, and advisory messages.

The Organiser will be running over 100 applications on this 
platform including:

 › The new Expo website which already handles more 
than 470,000 website visits per month, with over 
378,000 new users and in excess of 7,000 new 
monthly registrations.

 › Online ticketing platform which in addition to selling 
tickets online, will use the bookings captured to reduce 
visitor queueing time.

 › The One-Stop Shop, an online portal which supports 
participants and partners with a single source of 
information throughout the lifecycle of their pavilions 
and exhibits and helps to ensure compliance with UAE 
regulations, approvals, and documentation requirements.

 › Augmented Reality will be used by the Organiser 
for the first time at a World Expo to offer a unique 
and immersive digital visitor experience designed to 
connect the world to Expo in new and exciting ways. 
An Augmented Reality layer will be used to showcase 
opportunities created through the innovative use of 
Augmented/Virtual Reality technology. This digital Expo 
world will be globally accessible and will connect physical 
and virtual visitors through explorable and interactive 
narratives illustrating Expo’s core themes. The digital 
Expo will not only enhance the on-site visitors’ 
experience but will also allow millions of connected 
visitors from around the world to experience Expo 
2020 Dubai as if they were on-site.

An iconic site
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Chapter 2  | Services Available to Participants 

This chapter discusses the technology services available to participants from 
the Organiser. These fall into the following high-level categories, as illustrated 
in Figure 2.1.

Where a participant requires other services, the participant should source 
them directly from local suppliers. This may be done either through the Expo 
2020 Online Market Place or, if the participant wishes to take advantage of 
offers from Expo 2020’s Official Partners, through the Rate Card function 
accessible from the Participant Portal.

The Rate Card contains details of the products, services, and related pricing 
available to participants from Expo 2020’s Official Partners. For further details 
of the range of services available from Expo 2020 Dubai’s official technology 
partners, please refer to Section 5 of this guide.

Technology is expected to form an integral 
part of the visitor experience at the 
participant’s pavilion. To deliver this experience, 
participants will require a range of technology 
services which may be provided either by the 
Organiser, its partners, or local suppliers.

Retail-in-a-box

Business Enablement Services

Participant Portal Services

Augmented Reality Services

Telecommunication and 
Broadcasting Services

Figure 2.1 Service Categories
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Chapter 2  | Services Available to Participants

 › VAT Services

 › Matters of Stay (Visa Services)

 › Insurance Services

 › Expression of Interest – Expo Village

 › Register as an Official Participant

 › Add and manage users as part of a participating country

 › Browse and track the stage of the journey of the 
participating country

 › Upload and submit the required documents for each 
stage within the Expo 2020 Dubai journey. Stages 
available are Initiation, Pre-construction, Construction, 
and Decommissioning which include a set of available 
mandatory and optional services

 › Review status of submitted documents and resubmit in 
case of rejection 

 › Submit queries/complaints

 › View submitted queries/complaints and history

 › Raise requests to book Expo 2020 Dubai managed venues

 › View submitted requests and browse available venues for 
booking

 › Access Brand Portal

 › Access Expo 2020 Dubai Visitor Portal

 › View Trade License documents specific to country

 › Use the Rate Card Services to retrieve information on 
potential suppliers, their products and services with 
recommended pricing 

 › Apply for authorised access to the Expo site for 
participant’s staff, contractors and suppliers by submitting 
accreditation requests

 Services Currently Available on the Participant Portal

Figure 2.2 Participant Portal Services

2.1 Participant Portal Services
The Participant Portal is a web-based portal that 
facilitates communication between the participants 
and the Organiser in the form of a virtual One-Stop 
Shop. It allows participants to raise requests and submit 
documentation via a single point of access and supports 
participants in setting up and operating their pavilion.

Frequently used services currently available to 
participants on the Participant Portal are listed in  
Figure 2.2. The Participant Portal will continue to evolve 
as more services are introduced.

The Participant Portal is integrated with other backend 
systems to streamline the participant experience at Expo 
2020. These include:

 › Selected UAE government authorities allowing for 
seamless integration and swift approval of official 
documentation.

 › Enterprise CRM and SharePoint applications used 
by Country Managers/IP Team to help participants 
manage their journey at Expo 2020.

 › Access Management System (AMS) that allows the 
participants to apply for site access cards.

 › Event Management System (EMS) that allows 
participants to register and apply for participant-
related events including the International Participants 
Meeting (IPM).

 › Event Booking System (EBS) that participants can 
use to select and book appropriate venues (DEC, own 
Pavilion, Free venues) during the event.

Participants will be notified where applicable if additional 
integration points are added.

The Participant Portal uses Secure Socket Layer (SSL) 
protocol to communicate with other systems to ensure 
data in transit is safely encrypted. The IFT security team 
monitors the portal on a continuous basis for any cyber-
security threats and applies application whitelisting to 
block any unwanted URL (Uniform Resource Locator), file 
types, etc.

The Participant Portal runs on scaleable virtual machines 
to ensure high availability. A monitoring tool is utilised 
to monitor the performance and availability of the 
application to reduce downtime. In addition, a Disaster 
Recovery Plan is in place to ensure application continuity 
in the event of a disaster.
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Chapter 2  | Services Available to Participants 

2.2 Retail-in-a-Box
The Retail-in-a-Box service will provide participants with 
a standardised, centrally linked, plug-and-play point of 
sale system to manage all their on-site retail activities. 
This service is provided at no cost for the first two devices 
per participant for the duration of the Expo. The solution 
will be quick and easy to install, require minimal training, 
and will be supported by an on-site team.

The Retail-in-a-Box solution includes both hardware and 
software, relieving the participant of the responsibility 
and cost of purchasing and implementing a retail system 
for their pavilion. It will be pre-configured to integrate 
with the Expo 2020 Revenue Management System and 
will include the standard components of a Point-of-
Sale (POS) such as a screen, scanner, a cash drawer, a 
connected monitor/tablet, receipt printer, and a portable 
payment terminal (or credit card reader) with contactless 
Near Field Communication (NFC) capabilities.

Each point-of-sale terminal will be able to accept 
multiple forms of payment such as credit cards (including 
MasterCard–Expo’s official Payment Partner), debit cards, 
cash, e-wallets and any other payment solutions that may 
become generally acceptable in the lead up to 2020.

Standard card payment terminals from the Organiser’s 
preferred supplier, Network International, will ensure 
consistent customer service levels site-wide. Sales 
revenue processed via the payment terminal will be 
deposited directly into the participant’s local bank account.

Each participant will be required to enter into a merchant 
contract with Network International specifying the 
payment transaction costs, the terminal configuration, 
and the standard operating procedures. Participants 
should note that they will be responsible for covering all 
merchant and bank charges relating to the processing of 
cashless payments.

The system will provide updates of the available trading 
merchandise with related management reports.

Participants should note that their online sales will not be 
processed via Retail-in-a-Box.

C-01  Participants who wish to sell their merchandise 
online will be responsible for establishing and 
managing their own platform, linking to a suitable 
payment gateway, determining the appropriate 
methods of payment, and covering any associated 
costs. For revenue tracking and reporting purposes; 
however, participants will be required to upload 
online sale transactions from their online platform 
to the Organiser’s Revenue Management System 
using the Expo provided template available on the 
Participant Portal. The online sales transaction data 
will be consolidated with the on-site sales data 
from Retail-in-a-Box to form a comprehensive 
picture of each participant’s retail sales.

C-02 Participants must use the POS system provided 
by the Organiser to capture the sales revenue 
from their on-site commercial activities. See 
Special Regulation No. 9.

2.3 Business Enablement Services
Business Enablement Services are optional services 
provided directly to participants by the Organiser 
to assist them in the daily operation of their pavilion 
and are not available through the Participant Portal. 
Participants will need to gain access to these services 
through a dedicated on-boarding process which will be 
communicated prior to the launch of the service; either 
through the Participant Portal or the Country Manager.

The following Business Enablement Services will be 
available to participants:

 › Smart Queuing – a solution to help Self-Build 
participants manage queues at their pavilions. 
Participants who opt for this service will receive 
aggregate information on visitors who have booked 
to visit their pavilion through the Organiser’s Ticketing 
and Access Control solution subject to compliance 
with the GDPR and applicable data privacy regulations 
in the UAE.

 › Content Loader – a CMS (Content Management 
System) facility to enable participants and partners 
to upload digital content for use in site digital displays 
as part of personalised event promotional and 
wayfinding content.

 › Online Marketplace – a commercial B2B portal, hosted 
by Expo 2020 that provides participants with a digital 
platform to facilitate business with Expo partners, as 
well as UAE and international suppliers.

Where charges are applicable for Business Enablement 
Services, the Organiser will notify the participants via the 
Participant Portal or agree on charges on a case-by-case 
basis with the participant prior to onboarding.

Devices pertaining to Retail-in-a-Box and Business 
Enablement Services will be provided by Expo Dubai 
2020 together with a data SIM to support the internet 
connection needed for the service through Wi-Fi and/
or 4G/5G. Details of proposed devices will be shared 
separately through the Participant Portal as and when 
they are finalised.
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2.4 Augmented Reality Services
Augmented Reality Services create an immersive visitor 
experience in both the physical and digital worlds. These 
services will be provided by the Organiser to all visitors 
whether physical or virtual as standard in the public areas 
of Expo 2020 Dubai.

A participant will have the option to join the digital Expo 
experience by:

 › Providing details of the exterior and/or interior of the 
participant’s pavilion so it can be included in the digital 
rendition of the site and therefore visible and accessible 
to digital visitors.

 › Providing audio visual content for inclusion in the visitor 
experience when visiting the participant’s digital pavilion.

 › Providing virtual characters for the participant’s pavilion 
that would appear on the Expo mobile app as well as 
in the Digital Expo experience. Participants will have 
the option to select characters ranging from a pre-
determined cast of avatars with selected levels of 
customisation through to bespoke characters created 
specifically to match the themes of their pavilion.

Virtual characters will be able to interact with visitors in 
various ways including:

 › Through a standard welcome speech delivered to 
visitors when they arrive at the pavilion.

 › Through a digital assistant or chatbot that can answer 
visitor queries on countries, pavilions, and events and 
potentially link the visitor directly to the participant’s 
team running the pavilions and with country-specific 
micro-sites.

 › Through an interactive tour guide that describes 
different elements of the exhibition inside the pavilion.

Participants wishing to take advantage of these services 
will need to complete the Expression of Interest which 
will be provided on the Participant Portal together with 
details of the relevant charges.

2.5 Telecommunications and 
Broadcasting Services

The UAE has an advanced telecommunications 
infrastructure and the local telecommunications 
operators offer a full range of connectivity services in 
accordance with the UAE Telecom Law. This is reflected 
in the advanced facilities available on-site. To deliver 
these telecommunication services, Expo 2020 Dubai has 
selected Etisalat as its Official Telecommunications and 
Digital Services Partner.

In the case of broadcasting services, Expo 2020 Dubai 
has retained a Host Broadcaster who will be responsible 
for the provision of the live coverage and production 
of program highlights for distribution to the world’s 
broadcasters. The Host Broadcaster will also provide 
the necessary technical support services and facilities to 
enable effective broadcast coverage.

The national telecommunications regulator, the 
Telecommunications Regulatory Authority (TRA), will be 
part of the One-Stop Shop and will advise participants 
on the telecommunication and broadcasting services 
(including frequency spectrum) available to them.

2.5.1 Network Services
The following telecommunications network services will 
be generally available to participants:

 › Fibre network connectivity up to pavilion boundaries 
for high-speed internet access (data and phone).

 › Public Wi-fi for visitors across the whole site excluding 
self-build pavilions. 

 › Private Mobile Network coverage (Indoor & Outdoor) 
across the whole site excluding self-build pavilions. 

 › Broadcast services and facilities required by 
broadcasters will be available from broadcast 
infrastructure service providers. More details will be 
provided in the Marketing and Communications Guide.
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2.5.2 Network Service Providers
G-01 Participants should source the 

telecommunication services they need through 
Etisalat, the Organiser’s Official Partner, using the 
relevant rate cards in the Participant Portal.

If required, participants can select another service 
provider through the Expo 2020 Online Marketplace.

Whether selecting a telecommunication or broadcast 
network service provider, the participant is required to 
sign a service contract with the local company (whether 
or not they are an Official Partner) and settle all charges 
as agreed in terms of this contract. Participants are 
advised to clarify and confirm in writing the scope of 
services and the rates before signing any such contract. 
Each participant is responsible for managing their own 
relationship with the supplier(s) and for settling any 
charges related to their contracted services.

2.5.3 Use of Wireless Equipment
The use of wireless equipment requires frequency 
spectrum authorisations to manage operations efficiently 
without harmful interference. The TRA and the Organiser 
provide a specialised portal for online application and 
approval of frequency use.

The frequency spectrum is managed by the TRA in 
accordance with the National Frequency Plan and 
the spectrum regulations. To enable an interference 
free operation, applicants must provide the technical 
information requested when applying for approval; based 
on this information, the TRA grants specific parameters to 
each applicant for use on-site. These parameters must be 
adhered to at all times to avoid radio interference.

Wireless equipment compliant with TRA standards can 
be procured from local dealers; details of which will be 
available on the Expo 2020 Online Marketplace. Wireless 
equipment may also be imported into the UAE for the 
Expo subject to prior approval from the Organiser and the 
TRA, provided it complies with TRA standards.
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Chapter 3  | Operational Support 

The Organiser is committed to delivering smart and efficient technology 
support to all its stakeholders, including participants. This chapter describes 
the operational support available to participants from the Organiser.

3.1 What is Operational Support?
Operational Support refers to the maintenance and support services typically 
provided by hardware and software suppliers to deal with incidents and 
problems arising while the technology is in use. These could include issues 
such as:

 › Equipment malfunction.

 › Applications not performing as expected.

 › Communications breakdown.

Incidents are classified into four severity levels based on their impact as 
shown in Table 3.1:

Participant technology services need support 
to ensure pavilion operations and the visitor 
experience are not disrupted by the unexpected 
failure of computer equipment, software, or 
communications.

Table 3.1 Incident Classification

Severity Level
Typical Conditions 

(one or more of the 
following)

Operational Impact Workaround

1 Critical

 › Production environment fails

 › A complete service is 
unavailable affecting multiple 
users

 › System is producing incorrect 
output

 › Material impact on pavilion 
operations

 › Unable to perform one 
or more critical business 
processes

No reasonable workaround 
available

2 High

 › A major function, feature, or 
subsystem is not operating or 
is seriously impaired affecting 
a significant number of users

 › Unable to perform part of a 
business process

Considerable but manageable 
impact on pavilion operations

Operation can only continue with 
a temporary workaround

3 Medium

Service is operational but does 
not provide a function in the 
most convenient or expeditious 
manner, or results in isolated 
errors

Minimal impact on pavilion 
operations

 › Operations can continue 
but productivity is adversely 
affected

 › Manual workaround available

4 Low Service is operational but has 
cosmetic issues

No impact on pavilion operations
Operations can continue without 
a workaround or any impact on 
productivity
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3.2 Operational Support from the 
Organiser

The Organiser will be responsible for operational support 
of the following services:

 › Technology services provided to areas in the public 
realm (areas which are not pavilions or plots and are 
freely accessible to guests) such as:

 - Public Wi-Fi and mobile coverage (outdoors) across 
the Expo site excluding self-build pavilions.

 - Fibre network up to pavilion boundaries.

 - Fixed network inside assisted/rented pavilions.

 › Applications services provided by Expo 2020 Dubai 
directly to participants where the participants have 
subscribed to Business Enablement Services such as:

 - Participant Portal services.

 - Retail-in-a-Box.

 - Smart Queuing services.

 - Positioning as a service.

 - Content Loader Service.

 - Online Marketplace.

 › Any technology services provided by the Organiser 
directly to participants by special arrangement such as 
Augmented Reality services.

3.3 Accessing Operational Support 
from the Organiser

Any participant needing operational support from the 
Organiser for the services listed in Section 3.2 should first 
log a call with the Expo Technology Support Desk which 
will operate daily from 07:00 am to 02:00 am during 
the event (for contact details see Participant Portal). The 
Technology Support Desk will log the call, prioritise it, 
co-ordinate the response, and arrange for the necessary 
support.

In the case of a cyber-security incident, the Expo 
technology support desk will log a cyber-security incident 
ticket with the Expo Cyber-security Operations Centre 
(CSOC) in line with the Organiser’s standard operating 
procedures for managing cyber-security incidents. The 
CSOC will take the necessary action to minimise the 
impact of the incident.

3.4 Limitations on Operational 
Support from the Organiser

Participants’ attention is drawn to the provisions of Special 
Regulation 10, Article 23, in which the Organiser may:

 › Suspend services to a participant in the event of late 
payment of amounts due, improper use of facilities or 
infringement of applicable laws and regulations by  
the participant.

 › Discontinue or limit supplies of services in the event of 
force majeure or malfunction in the supply of services 
where services need repair or where necessary for 
safety and security reasons.

The Organiser shall not be responsible for any damages 
or losses sustained by the participant as a result of 
suspension, discontinuance, or limitation of services.

3.5 Third-Party Operational Support
For all technology maintenance and support services 
other than those listed in Section 3.2, participants are 
responsible for arranging, managing, and paying their 
own service provider(s). 

To arrange support, participants should directly contact 
an appropriate service provider to agree on the scope of 
services they need and the costs involved. The selected 
supplier will contract directly with the participants and bill 
them accordingly.

Details of Expo’s Official Partners and the products and 
services they provide including prices can be found in the 
Rate Card function on the Participant Portal. Services may 
also be sourced directly by the participant from a wider 
selection of service providers through the Expo 2020 
Online Marketplace.

16Innovation and Future Technology Guide



1.0 Section title 
4 Information  

Security





Chapter 4  | Information Security 

To ensure digital assets are protected, the 
Organiser has implemented appropriate 
information security policies and procedures 
supported by advanced technology to shield 
digital assets from unauthorised access and 
minimise the risk of potential cyber-attacks.

This chapter describes best practices to minimise cyber-security risks and 
summarises the Organiser’s cyber-security policies that are applicable to 
participants. To be fully effective, such technology relies on the compliance of 
all users with the Organiser’s cyber-security policies and procedures.

C-03 Participants must adhere to these guidelines before, during, and after 
the event.

In this chapter the terms below have the following meanings:

 › IT assets: any data, device, network or other component that supports Expo 
2020 Dubai business and operations.

 › Social media: blogposts/websites, wikis, social networks, content sharing 
sites and any kind of online communication between two or more entities.

4.1 General Guidelines
C-04 Before accessing any Expo-owned application, data, or service, the 

participant must be authorised to do so by the appropriate Expo 2020 
Dubai authorities in line with the approved governance structure.

C-05 Participants are responsible and accountable for the security of IT 
assets owned, used, or accessed by them or their subcontractors.

C-06 Participants must at all times comply with the applicable local laws 
and regulations in their use of telecommunication, network, and 
broadcast facilities, in particular with the communication and network 
policies of the UAE as promulgated by the Telecommunication 
Regulatory Authority (TRA). Participants should check the TRA website 
for the latest policies and regulations on the Spectrum and Frequency 
Management and Radio Services (please refer to the Supporting 
Resources page for website link).

C-07 Participants using the Organiser’s services must only use software 
which is approved by the Expo IFT department.
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4.2 Guidelines When Using Expo 
Dubai 2020 Networks

The participant should comply with the controls listed 
below when connected to an Expo operated network or 
when using any of the Organiser’s services described in 
Chapter 2.

C-08 Participant devices connecting to the Organiser’s 
network must adhere to the network and 
technical configuration standards as defined by 
Expo 2020 Dubai and as published from time-to-
time on the Participant Portal.

C-09 Participants accessing the Organiser’s services 
will be required to use the Organiser’s multi-factor 
authentication procedure.

C-10 If a participant plans to use any imported 
telecommunications equipment, they must secure 
approval from the Organiser and the TRA prior to 
import and use of the equipment by submitting a 
request through the Participant Portal as part of 
their design submission.

C-11 The participants may only install specialised 
information and communication technology 
equipment within their pavilion space with the 
prior approval of the Organiser. Specialised 
information and communication technology 
equipment consists of any Information and 
Communication Technology (ICT) equipment 
other than generally available standard business 
office ICT equipment such as Personal Computers, 
displays, keyboards, mouse devices, notebooks, 
laptops, printers, scanners, projectors, tablets, 
mobile phones. The installation shall not cause 
a safety hazard, hinder movement, cause an 
obstruction to Expo activities, disrupt the normal 
functioning of equipment or facilities of the 
Organiser or other participants, or adversely 
affect the inside or outside appearance of the 
pavilion or the visual environment.

C-12 Participants are responsible for extending the 
telecommunication conduits and extensions 
within their pavilion from the interconnection or 
service point at the boundary of the pavilion.

When planning the layout of their pavilion, participants 
should keep in mind the need to comply with Special 
Regulation No. 10, Article 26, in which participants shall, 
at the request of the Organiser, provide space in their 
plots/pavilions free of charge for the installation of public 
telecommunication facilities.

Participants should note that to ensure stability and 
uninterrupted performance of the network, participants’ 
connecting systems or devices to the Organiser’s 
network may be subject to monitoring by the Organiser’s 
Cyber-security Operations Centre (CSOC).
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Policy Purpose

Acceptable Usage 
Policy

This policy defines the acceptable use of the Organiser’s technology resources in alignment with its 
established culture of ethical and lawful behaviour, openness, trust, and integrity. In general, this means 
maintaining the integrity of information assets, respecting the rights of other users and abiding by all 
legal, regulatory, and contractual obligations. 

The policy applies to anyone having access to the Organiser’s systems and services including any devices 
(such as tablets, mobile phones or removable media) that may connect to the Organiser’s networks, as 
well as to the use of social media over Expo 2020 Dubai networks.

Access Control Policy

This policy aims to prevent unauthorised access to the Organiser’s information and technology 
infrastructure such as networks, databases, servers, and applications. It provides guidance on ensuring 
authorised and appropriate user access to information assets and services in line with Organiser’s cyber-
security, information classification, and handling policies.

Bring Your Own Device 
Policy

This policy defines the controls relating to the use of personally-owned devices such as laptops, 
tablets, mobile phones, etc, which connect to the Organiser’s infrastructure, and/or store, and transmit 
stakeholder information.

Data Privacy Policy
This policy provides guidance on the collection, transmission, processing, and storage of personal data by 
the Organiser and/or third parties handling data on the Organiser’s behalf, ensuring it is done in a secure 
manner that protects the confidentiality, security, and integrity of the data.

Encryption and Key 
Management Policy

This policy establishes appropriate encryption and key management mechanisms needed to protect 
the confidentiality and integrity of the stakeholder’s sensitive and confidential information during 
transmission at rest.

Information Security 
Policy

This policy discusses the security governance framework required to maintain the availability, 
confidentiality, and integrity of the Organiser’s information assets. 
It also sets out the responsibility and accountability for information security at Expo 2020 Dubai and 
approach to maintaining the appropriate level of awareness, knowledge, and skills needed to minimise 
information security incidents.  

Information Systems 
Security Incident 
Management Policy

This policy defines a governance framework required to identify, detect, and manage information security 
incidents to mitigate their impact on the confidentiality, integrity, and availability of information assets 
including operating systems, network infrastructure, applications, databases, mobile computing devices, 
etc, at Expo 2020 Dubai.

IOT Security Policy
This policy defines the information security controls applicable to the acquisition, development, and 
operation of IOT services at Expo 2020 Dubai.

Malicious Code 
Management Policy 

This policy aims to protect information assets from malicious code by implementing adequate security 
controls on all the Organiser’s information assets including operating systems, network infrastructure, 
applications, end user devices, mobile computing devices, email, web browsers, removeable media, etc.

Physical Security Policy
This policy defines security controls required to restrict access to the Organiser’s physical information 
assets and protect the Organiser’s data processing locations, infrastructure, and personnel from security 
threats that could potentially cause serious financial, reputational, or operational damage.

Third-Party Security 
Policy

This policy specifies controls designed to ensure third-parties implement and maintain an appropriate 
level of information security in the delivery of products or services, mitigating information security risks 
associated with outsourcing via third-parties.
The policy also highlights the need for third-parties to establish a level of security to protect the 
Organiser’s information processing facilities and digital assets. The Third-Party Security Policy envisages 
regular reviews of third-parties to verify their compliance with all applicable contractual and regulatory 
requirements. The policy aims to ensure that third-parties understand their information security 
obligations when providing information processing services to Expo 2020 Dubai and its stakeholders. 

Table 4.1 Summary of Relevant Cyber-security Policies

4.3 Cyber-security Guidelines
C-13 Participants must comply with the Organiser’s 

relevant cyber-security policies summarised in 
Table 4.1 below. Further details on each policy are 
available on the Participant Portal.

It is a participant’s responsibility to ensure that all staff, 
representatives, volunteers, subcontractors, and other 
third-parties for whom they are responsible, comply with 
all aspects of the cyber-security policies as listed on the 
Participant Portal.

Non-compliance with any of the cyber-security policies 
may be subject to an investigation with disciplinary 
action proportional to the severity of the incident. 
Penalties may include:

 › Restricted/suspended access to Expo information 
assets.

 › Temporary/permanent withdrawal of access to Expo 
information assets.

 › Other actions as deemed appropriate by the Organiser.
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C-14 Participants must at all times comply promptly 
with the Organiser’s Cyber-security Operations 
Centre directives and to take all necessary and 
reasonable measures to protect their systems 
and data from unauthorised access, corruption, 
damage, theft or abuse.

C-15 In case of a cyber-security incident:

 › The Organiser’s cyber-security incident 
response procedure must be followed.

 › Participants must provide any data or access 
to their systems requested by the Organiser as 
part of the forensic investigation.

C-16 Participants must adhere to all applicable national 
and international cyber-security regulations and 
guidelines including those from:

 › National Electronic Security Agency 
(NESA)–UAE.

 › Signals Intelligence Agency (SIA)–UAE.

 › National Institute of Standards and Technology 
(NIST)–USA.

 › Systems Audit Network Security Institute 
(SANS)–UK.

 › Dubai Electronic Security Center (DESC)–UAE.

 › ISO 27001:2013.

 › General Data Protection Regulation (GDPR)–
European Union.

For further details, refer to the Supporting Resources 
chapter.

4.4 Guidelines When Using Social 
Media at Expo 2020 Dubai

The power of social media is well known. In the context of 
Expo 2020 Dubai, it offers participants the opportunity to 
market their countries and to generate brand awareness 
around their pavilions. It also allows them to interact on 
a personal level with visitors, be they physically present 
or part of the international social media community. 
Participants are welcome to use social media at Expo 
2020 Dubai to create meaningful messages that are in line 
with the Organiser’s social media policies and procedures.

C-17 Participants and their staff who wish to use social 
media should keep in mind:

 › Anyone requesting to post, communicate, or 
express views on behalf of Expo 2020 Dubai 
via social media must first obtain approval from 
the Organiser through their Country Manager. 
Participants who are granted approval from 
the Organiser must not disclose or post any 
information which could damage the reputation 
of Expo 2020 Dubai.

 › Participants must always treat their colleagues, 
competitors, other participants, visitors, and 
partners with respect when posting any 
information on social media.

 › Participants must be personally responsible for 
adhering to the applicable ‘Terms of Service’ of 
the social media site they are using.

 › Participants should keep in mind that there are 
strict regulations governing the use of social 
media in the UAE (refer Federal Law No. 5 of 
2015). Compliance with these is mandatory 
for all participants and their staff. Using social 
media to engage in the following activities may 
result in imprisonment and/or significant fines:

 - Posting pictures of people without their 
permission.

 - Offending an individual, invading their privacy 
or posting their personal details online.

 - Breaching the confidentiality of any company 
or organisation.

 - Gossiping or spreading rumours.

 - Posting content that is offensive to Islamic 
morals or values such as material involving 
nudity, pornography, prostitution, or 
drunkenness.

 - Promoting hatred, racism, or activities that 
endanger national unity.

 - Collecting donations without a license.

 - Damaging the reputation of the UAE 
President, Vice-President, or the rulers of the 
United Arab Emirates.
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The Organiser draws on local, regional, and 
global expertise to deliver a memorable 
experience with a lasting legacy.

The Expo IFT team is supported by a range of Strategic Technology Partners 
and Providers, each focusing on a specific area as illustrated in Figure 5.1.

Figure 5.1 Expo 2020 Dubai Strategic Technology Partners and Providers

IFT 
Technology  

Partners

Official Telecommunications 
Services Partner and  Official 

Digital Services Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Digital Services 
Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Enterprise Application 
Software Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Projection and Display Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Cyber Security Provider

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Digital  
Network Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Infrastructure  
Digitalisation Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI
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In addition to its Strategic Technology Partners, the 
Organiser closely collaborates with other partners such 
as Mastercard for payment technology, Emirates NBD for 
banking services, UPS for logistics services, and Emirates 
Airlines for arrivals data.

Figure 5.2 Commercial Partners Providing Technology-Related Services 

Expo 2020 is also working with other technology 
suppliers such as AWS, Oracle, and Microsoft to provide 
a range of technology products and services to its 
stakeholders. Further details of products and services 
available from these and other suppliers can be found on 
the Expo 2020 Online Marketplace.

Official Banking 
Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Payment 
Technology Partner

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS

THANKS ITS PARTNERS FOR THEIR SUPPORT
EXPO 2020 DUBAI

Official Airline

OFFICIAL PREMIER PARTNERS

OFFICIAL PARTNERS

OFFICIAL PROVIDERS
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EXPO 2020 DUBAI

Official Logistics 
Partner 
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Contact
Gerardo Canta, Managing Director & Lead for Communications, Media & Technology, Middle East & Turkey – gerardo.canta@accenture.com
Angelo Lorusso, Managing Director and Client Account Lead for Expo 2020 Dubai – angelo.lorusso@accenture.com
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Artwork Source: Accenture

Figure 5.3 Accenture Services at Expo 2020 Dubai

5.1 Accenture: Official Digital Services Partner
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Figure 5.4 Christie Products and Services at Expo 2020 Dubai

Expo2020-Dubai@christiedigital.com

christiedigital.com/entertainment

LET’S

Christie® is a global visual and audio technologies company.  
We help our customers create the world's best shared experiences. 

CONVERSATION
LET'S START THE

PARTNER

OFFICIAL PROJECTION 
AND DISPLAY

More than 650 audio visual solutions 
implemented at various World Expos 
since 2005

ADVANTAGE

THE
CHRISTIE®

R&D, engineering, software development, 
system design and technical support 
competencies to bring your vision to life

APPLICATION

A COMPLETE 
SOLUTION FOR ANY

Distinctly positioned to supply complete, 
integrated and custom solutions that work 
seamlessly together

TRACK RECORD
PROVEN

90 years of designing and manufacturing 
world-class technology and delivering 
more than 200,000 installations worldwide

SUPPORT 
EXPO 2020 ON-SITE

24/7 on-duty staff and service response to 
ensure your systems are up and running 
flawlessly day in, day out, show after show

EXPERTS
TECHNOLOGY

Achieved more than 50 industry firsts and 
holding over 150 patents  

Projection

LCD video walls & displays LED video walls

Video processing

Virtually seamless video walls

Portrait or landscape versatility

4K UHD, multi-touch displays

Wide range of pixel pitches

Any shape you want with MicroTiles® LED

High value CorePlus LED tiles

3,600 to 40,000 lumens

HD to true 4K resolution

Lamp-based, laser and RGB pure laser

Powerful video processors

Media playback and show control

Interactive content

OFFICIAL PROJECTION AND DISPLAY PARTNER

Artwork Source: Christie

5.2 Christie: Official Projection and Display Partner

28Innovation and Future Technology Guide



Chapter 5  | Expo Technology Partners 

 

 

 

 

 

 

\ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Artwork Source: CISCO

Figure 5.5 Cisco Products and Services at Expo 2020 Dubai

5.3 Cisco: Official Digital Network Partner
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Figure 5.6 Etisalat Services at Expo 2020 Dubai

5.4 Etisalat: Official Telecommunications and Digital Services Partner

Artwork Source: Etisalat

Suggested Etisalat
solutions and services
for International Participants

MAXIMISE 
TRAFFIC

DELIVER 
MEMORABLE 
EXPERIENCE

OPERATE 
SEAMLESSLY

Managed Digital 
Connectivity Private Network SD-WAN

08 09

Targeted Marketing

Conferencing with Cloud Talk

Screen and Content Management System 

Pavilion Analytics & Visitor Profiles
Building Management System

Managed Wi-Fi

Analytics over CCTV

Mobile

Devices

Solutions and services detailed in this document

 

 

 

Who we are 
Etisalat is the Expo 2020 

Telecommunications and Digital 
Services premier partner and is 

one of the world’s leading 
telecom groups in emerging 

markets. 

 

What we do 
Etisalat provides a 

comprehensive suite of 
connectivity solutions and digital 

services, through the state of 
the art highly available network 
being deployed at the Expo site. 

 

 

Our clients 
Over 300,000 large, medium 

and small enterprise and 
government clients. 

 
 

 

Connectivity solutions 
 

» Secure and private MPLS  
» IPConnect service  
» Online cloud-based data 

storage capabilities 
» Turnkey solutions for voice, 

video, unified 
communication and 
collaboration services 

» Network security solutions 

Mobile services 
 

» Prepaid plans 
» Postpaid plans 
» Data bundles 

Devices 
 

» Communication devices 
(mobile, video-conference, 
etc.) 

» Computing devices (laptop, 
screen, etc.) 

» Network & storage devices 
» Office equipment 
» Security 

 

 

Insights in 
motion 

Omni-channel Mixed reality Smart Building Access control 

 
 

» Visitor 
Analytics & 
insights 

» Sentiment 
analysis 

» Crowd 
management 

 

 
 

» Campaign 
management 

» Targeted 
marketing 

» Mobile app 
and portals 

» Digital 
signage 

 
 

» Content 
creation (AR, 
VR, etc.) 

» Content 
management 
system 

 

 
 

» POS solutions 
» Retail 

solutions 
» Way finding 
» Connected 

devices & IoT 
» Building 

management 
system 

 
 

» Accreditation 
» Facial 

recognition 
» Event 

management 
» Queue 

management 
 

 

 

Solutions “as a service” 
Hosted on highly secured clouds, 

assets lights, with device 
rentals, for maximum flexibility 

 

One stop shop 
Peace of mind and efficiency 

with our managed services and 
end to end solutions 

 

The UAE expertise 
Numerous references in regional 

high scale projects, and an 
extended network of partners 

 

To know more about our solutions and services, please contact us at 
expo2020@etisalat.ae 

From the backbone of your business… 

…To solutions empowering you to maximize sales, optimize operations and deliver the best experience 

Who We Are 
Etisalat is the Expo 2020 Official 
Telecommunications and Digital 
Services Partner and is one of 

the world’s leading telecom 
groups in emerging markets.

What We Do 
Etisalat provides a 

comprehensive suite of 
connectivity solutions and digital 

services, through the state of 
the art highly available network 
being deployed at the Expo site.

Our Clients 
Over 300,000 large, medium 

and small enterprise and 
government clients.

Solutions “as a Service” 
Hosted on highly secured clouds, 
assets lights, with device rentals, 

for maximum flexibility

Turn Key Platforms
Peace of mind and efficiency with 
our managed services and end to 

end solutions

The UAE Expertise 
Numerous references in regional 

high scale projects, and an 
extended network of partners
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Artwork Source: SAP

As the market leader in enterprise application 
software, SAP is at the center of today’s business 
and technology revolution.

Deirdre OReilly
deirdre.oreilly@sap.com
sap.com/mena

SAP helps you streamline your processes, giving you the ability to use real-time data to 
predict customer trends across your entire business. SAP is committed to helping every 
customer become a best-run business. 
 
SAP innovations help 413,000 customers worldwide work together more efficiently and use 
business insight more effectively.

Please reach out to 
us to explore our 

comprehensive list of 
solutions and services 

for all business 
processes across all 

industries and find the 
solutions you need 

to run your business 
better, faster, and 

simpler.
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Figure 5.7 SAP Software and Services at Expo 2020 Dubai

5.5 SAP: Official Enterprise Application Software Partner
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As Premier Partner for Infrastructure Digitalization, Siemens will provide Expo 2020 Operators, Visitors 

and International Participants with innovative solutions, technologies and products to create the city of the future.  

 
Siemens MindSphere   
MindSphere is the cloud-based, open Internet of Things (IoT) operating system from Siemens that seamlessly connects 

the physical world to the digital world. Based on data lake and advanced analytics offerings, MindSphere enables 

International Participants to harness the wealth of data generated by Expo’s infrastructure, buildings and systems.  

 

Expo 2020 International Participants can get started with MindSphere via Siemens‘ suite of connectivity solutions, 

intuitive and flexible user support, tools for developers, and applications with data analytics and services:  

 

MindAccess  

Get immediate access to use, develop and 

operate applications on MindSphere.  

MindConnect 

Securely connect devices, enterprise 

applications and legacy databases to 

MindSphere. 

 

MindSphere Applications 

Choose from a wide range of applications 

to contextualize and analyze your IoT data.  

MindServices 

Accelerate your MindSphere journey with 

professional services and training. 

Find more information at siemens.mindsphere.io 

 
Siemens Building Technologies 

As a trusted advisor and reliable partner for energy-efficient, safe and secure buildings, Siemens can also provide 

International Participants with state-of-the-art products, services and solutions for Buildings and Pavilions.  

Our offerings include:  
 
 
 
 
 
 
 

Find more information at siemens.com/BuildingTechnologies  
 
 

Siemens is also proud to deliver Innovative Energy Solutions at Expo 2020, such as the Silyzer 200, as part of 

the first green hydrogen showcase in the region, and EnergyIPTM Distributed Energy Optimization microgrid solution.  

, 

Visit us at siemens.com/ae 

 
▪ DesigoTM – Building management 

▪ NavigatorTM – Building analytics  

▪ HVAC and automation controls 

▪ Mass notification 

▪ Lighting controls 

▪ Low voltage energy products  

▪ Access control 

▪ Intrusion detection 

▪ Video management 

▪ Video analytics 

▪ Fire detection 

▪ Fire extinguishing 

 

Who we are 
Siemens has been delivering value to our customers for over 150 years and we are active in 190+ countries. 

Innovation is our lifeblood and our key areas of expertise include electrification, automation and digitalization. 

We employ 351,000 people,  
95% in skilled positions, and have 
enabled 4.3 mio. jobs, of which 

2.2 mio. are in developing 
countries 

With R&D investments of 
almost €5 bio., 33,000 R&D 
employees worldwide, and 
close to 60,000 patents 
globally, we drive innovations 
that make real what matters 

Siemens Environmental Portfolio has 
saved 521 mio. metric tons of CO2,  

with 7,400+ buildings energy 

optimized to achieve €2 bio. 
guaranteed energy cost savings for 
our customers 

Figure 5.8 Siemens Products and Services at Expo 2020 Dubai

5.6 Siemens: Official Infrastructure Digitalisation Partner

Artwork Source: Siemens
 

 

 
 

 

 
 
As Premier Partner for Infrastructure Digitalization, Siemens will provide Expo 2020 Operators, Visitors 

and International Participants with innovative solutions, technologies and products to create the city of the future.  

 
Siemens MindSphere   
MindSphere is the cloud-based, open Internet of Things (IoT) operating system from Siemens that seamlessly connects 

the physical world to the digital world. Based on data lake and advanced analytics offerings, MindSphere enables 

International Participants to harness the wealth of data generated by Expo’s infrastructure, buildings and systems.  

 

Expo 2020 International Participants can get started with MindSphere via Siemens‘ suite of connectivity solutions, 

intuitive and flexible user support, tools for developers, and applications with data analytics and services:  

 

MindAccess  

Get immediate access to use, develop and 

operate applications on MindSphere.  

MindConnect 

Securely connect devices, enterprise 

applications and legacy databases to 

MindSphere. 

 

MindSphere Applications 

Choose from a wide range of applications 

to contextualize and analyze your IoT data.  

MindServices 

Accelerate your MindSphere journey with 

professional services and training. 

Find more information at siemens.mindsphere.io 

 
Siemens Building Technologies 

As a trusted advisor and reliable partner for energy-efficient, safe and secure buildings, Siemens can also provide 

International Participants with state-of-the-art products, services and solutions for Buildings and Pavilions.  

Our offerings include:  
 
 
 
 
 
 
 

Find more information at siemens.com/BuildingTechnologies  
 
 

Siemens is also proud to deliver Innovative Energy Solutions at Expo 2020, such as the Silyzer 200, as part of 

the first green hydrogen showcase in the region, and EnergyIPTM Distributed Energy Optimization microgrid solution.  

, 

Visit us at siemens.com/ae 

 
▪ DesigoTM – Building management 

▪ NavigatorTM – Building analytics  

▪ HVAC and automation controls 

▪ Mass notification 

▪ Lighting controls 

▪ Low voltage energy products  

▪ Access control 

▪ Intrusion detection 

▪ Video management 

▪ Video analytics 

▪ Fire detection 

▪ Fire extinguishing 

 

Who we are 
Siemens has been delivering value to our customers for over 150 years and we are active in 190+ countries. 

Innovation is our lifeblood and our key areas of expertise include electrification, automation and digitalization. 

We employ 351,000 people,  
95% in skilled positions, and have 
enabled 4.3 mio. jobs, of which 

2.2 mio. are in developing 
countries 

With R&D investments of 
almost €5 bio., 33,000 R&D 
employees worldwide, and 
close to 60,000 patents 
globally, we drive innovations 
that make real what matters 

Siemens Environmental Portfolio has 
saved 521 mio. metric tons of CO2,  

with 7,400+ buildings energy 

optimized to achieve €2 bio. 
guaranteed energy cost savings for 
our customers 

32Innovation and Future Technology Guide



Chapter 5  | Expo Technology Partners 

Artwork Source: DarkMatter

Figure 5.9 Dark Matter Services at Expo 2020 Dubai

5.7 DarkMatter: Official Cyber-security Provider

ENABLING BUSINESSES AND GOVERNMENTS TO 
HARNESS AND MAXIMISE THE BENEFITS OF
THE DIGITAL WORLD 

OUR STRENGTH LIES IN THE DIVERSITY OF OUR 
PRACTICES

The DarkMatter Group exists to enable businesses and governments to become smart, safe, and cyber resilient.
 
As an end-to-end provider of smart and safe digital transformation, we’re uniquely positioned to provide 
organisations with the strategy, technology, and operating model to achieve business continuity amidst adverse 
and constantly evolving cyber threats.

Provides an ‘always on’ cyber security transformation 
for businesses and governments so that they can safely 
perform their mission in the face of accelerating cyber 
risks.

Offers ultra-secure unified communications solutions 
that allow businesses and governments to protect 
their business operations and data, giving them 
control and peace of mind.

Conducts vulnerability research, including the testing 
and validation activities it covers across software, 
hardware and telecommunication. xen1thLabs houses 
a team of world-class experts dedicated to providing 
high impact capabilities in cyber security, uncovering 
new vulnerabilities that combat tomorrow’s threats 
today.

Provides PKI and identity services, utilised to secure 
web sites, web services and TLS communications.

SMART AND SAFE DIGITAL
Headquartered in the UAE, DarkMatter Group is the region’s first and only fully-integrated digital transformation, 
defence and cyber security solutions provider. DarkMatter Group enables businesses and governments to maximize 
the benefits of the digital world safely and effectively through its four divisions: DarkMatter, DigitalX1, DigitalE1 and 
Government Solutions.
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Supporting Resources 

The following resources can be accessed either from the Participant Portal or using the website address provided.

 › Cyber-security Incident process

 › Dubai Electronic Security Center (DESC) – UAE

https://desc.dubai.ae/

 › Expo 2020 IFT Policies

 - Acceptable Usage Policy

 - Access Control Policy

 - Bring Your Own Device Policy

 - Data Privacy Policy

 - Encryption and Key Management Policy

 - Information Security Policy

 - Information Systems Security Incident Management Policy 

 - IOT Security Policy

 - Malicious Code Management Policy

 - Physical Security Policy

 - Third Party Security Policy

 › General Data Protection Regulation (GDPR) – European Union

https://eugdpr.org/the-regulation/

 › General Regulations of Expo 2020 Dubai

 › ISO 14062

https://www.iso.org/standard/33020.html

 › ISO 27001:23

https://www.iso.org/standard/54534.html

 › Marketing and Communications Guide

 › National Institute of Standards and Technology (NIST) – USA

https://www.nist.gov/topics/standards

 › Special Regulations of Expo 2020 Dubai

 › Systems Audit Network Security Institute (SANS) – UK

https://www.sans.org

 › Telecommunication Regulatory Authority

https://www.tra.gov.ae/en/services-and-activities.aspx

Supporting Resources
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